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Current state and future trends of USTU corporate network development

The authors present the structure of services of the corporate network of the Ural Technical University. The
main attention in the article is paid to development and implementation of the billing system on the basis of VPN-

technology.

plYMcauTEeNbHAs KopnopaTuBHas ceTh (KC)

YI'TY nocrpoeHa no TONoOJIOTUU «3Be3a». Ee
0CHOBY ocTtaBiser ontuyeckoe FDDI-konbuo, B
y3JI0BBIX TOYKaX KOTOPOI'0 YCTAHOBIEHBI Mapli-
pyTtusatopsl 3-ro ypoBHs no mozaenu OSI Cisco
Catalist 1200, Cisco Catalist 3550 u DES 3326. Tem
caMbIM o0ecTeYynBaeTCsl MHUPOKUH MPOMYCKHOM
KaHajl MEXJy MarucTpalbHBIMH cerMeHTaMu. B
UKY (uHpOpManMOHHO-KOMMYHUKAIIMOHHBIN
y3ell) YCTaHOBJIEH MapIIpyTH3aTop 3-TO YPOBHS 110
mojenu OSI Catalist 5505, koTopslii obecrieunBa-
eT MapuIpyTH3aluio Tpadhuka MEKAYy Tpems KaHa-
JaMHu BBIXOJIa B TJI00abHBIE ceTH MHTepHeT, a Tak-
xe Oasosyto 3amuty KC YI'TY, noautuky pabo-
Thl B VIHTEpHET M mpenocTaBieHue ciyx0 u cep-
BHUCOB ceTu UuTtepHer (puc. 1).

OCHOBHBIE CEpBEPHI CETH, B TOM UYHUCIIE TIOYTO-
BhIl cepBep, (aiti-cepsep, web-cepBep, cepep mpu-
JIO’KEHUH, cepBep TEPMUHANIOB, cepBep 0a3 AaHHBIX,
cepBep XpaHWIHIIA JOKYMEHTOB, MOPTaILHBIN cep-
Bep, MOJKJIIYEHBl HANPSIMYIO B MaplIpyTH3aToOp
Cisco Catalist 3550, uro 0oOecrie4YMBaEeT BBICOKOCKO-
POCTHOW JOCTYN K KOPMOPAaTHBHBIM pecypcaM M3
cereii Untpaner/Mutepuer. Ha rnaBHOM Tenekom-
MYHUKAIIMOHHOM Y3Jie YCTaHOBJIEH OMJUIMHI-CEpBEp
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C CHCTEMOH 3amuiieHHoro aoctyna B MHTepHeT Ha
6aze VPN-TeXHOJIOTHH U JIOCTyMa K KOPNOPaTUBHBIM
pecypcam, KOTOpbIid obecreurBaeT NepcoHaIbHbIH
Bxoa B KC YI'TY, KOHTpOJb OCTYyMa K pecypcam,
y4eT U CTaTHUCTUKY HCIOJIb30BaHUs pecypcoB WH-
TE€pHETa U KOPHOPATUBHBIX PECYpPCOB, 3aIIUTY KOP-
MOPAaTUBHOW CETH OT arak u3 MHTepHera u 3amury
JIOKaJIbHBIX IOJIb30BATENIEH Apyr OT Apyra. B kop-
nycax (axyJlbTeTOB YHUBEPCUTETa OPraHU30BaHBI
JIOKaJIbHbIE TEJIEKOMMYHUKALMOHHBIE Y37l C COOT-
BETCTBYIOIIMM 000pYyJOBaHHEM, obecreunBalonimne
noctyn K rnaBHoMy MKY yepe3 BbICOKOCKOPOCTHBIE
BbIJIEJIEHHbIE ONTUYECKUE KaHajbl CBsA3M. Jlokamb-
HblE CErMEHTHI (PaKyJIbTETOB MOCTPOSHBI HA 0a3e TexX-
nonornu Fast Ethernet u wactmuno na Ethernet, mis
MOCTPOCHUSI MEPAPXUUECKON CTPYKTYphl CE€TH HC-
MOJIB3YIOTCS anmapaTHble MaplipyTU3aToOpkl, Map-
HIPYTHU3aTOPBl Ha BbIJEIEHHBIX cepBepax noja OC
Linux, KOMMYTaTOpbl ¥ KOHIIEHTPATOPHI. Takxke B
KOPIOPAaTUBHYIO CETh MOAKJIIOUYEHBI HEKOTOPHIE
y4eOHbIe KOpIyca M0 BbIJAEJIEHHBIM KOMMYTHpYeE-
MBIM JIMHHMSM Ha 0as3e TexoHosornit ADSL u SDSL
CO CKOPOCThIO Tepeiauu JIaHHbIX oT 2 Jio 8§ Mowut/c.

B KC YI'TY-VYIIN nons3oBaTensiM MpeaoCcTaB-
JISH CJIeIYIOIIHU HabOp CIyKO U CEPBHUCOB:
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Puc. 1. Cxema kopnopatueHon cetn Y TY-YIUA

e DJIEKTPOHHAS MOYTAa: JAHHBIM CEPBUC Mpe-
JIOCTaBJISIETCS TIOYTOBBIM cepBepoM (relay.ustu.ru),
Ha KOTOPOM MPOUCXOJUT IIEHTPaTU30BaHHAs MPO-
BEpKa BXOJSIIEN M UCXOJAILLIEH MOYThl HA HAJIMYME
BUPYCOB, TaKXX€ MHOTUEC MOApPa3ACJICHUA UMECIOT
CBOU COOCTBEHHBIE MOYTOBBIC CEpPBEPa, HA KOTOPHIC
MNPOUCXOJUT MEPEChIIKA DIEKTPOHHOU MOUYTHI C
LEHTPaJIbHOTO MOUYTOBOTO CepBepa.

e @DaliJIoBBI CEpBUC: NPEIOCTABISAET COBOKYII-
HOCTh CEPBMCOB JJISl Tiepeaayu (aiaoB, K HUIM OT-
Hocarcst FTP- u SFTP-cepBucel, cepBep cepBUCOB
HaxOoJMTCs 10 ajpecy ftp.ustu.ru.

Web-ceppuc: nons3zoBatensim KC YI'TY

npenocrtasisiercs poctyn no HTTP/HTTPS-npo-
TOKOJIaM K BHYTPEHHHM W BHEIIHUM web-cepBepam.

e Perucrpanusi JTOMEHOB TPETHEro YPOBHS B
30HEe ustu.ru: m000H MoJab30BaTENb MOXKET 3ape-
TUCTPUPOBATH JOMEH TPETHErO YPOBHS B 30HE
ustu.ru

e BupryaneHblii XocTHUHT: Toab3oBaTensiM KC
VI'TY npenocraBiisiercss B apeHAy MECTO Ha cep-
Bepe s pa3MelleHus] CBoux web-caiiTos.
VPN-cepBuc: noas3oBatensiMm KC YI'TY
[IPENOCTABIISIETCS. BO3MOXKHOCTb CO3/1aHUS BUPTY-
JIBHBIX YAaCTHBIX CETEH JUIsl OpraHu3alMu 3allu-
LIEHHOI'0 KaHajla CBS3U C yJAJIECHHBIMU MOJpa3e-
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UHdbopmaLmoHHble TexHonornm YRPABIEHNS BY 30 /M

JICHUSIMA ¥ MOOMJILHBIMHU IMMOJIBL30BaTEC/IAIMU, TJIA 3TO
Obla pa3zpaboTaHa cUCTeMa 3alIUIICHHOTO OWJI-
JIMHTa, KOTOpasi pa3BepHyTa Ha cepBepe bill.ustu.ru

e KopnopaTtuBHas cuctemMa aHTHBHPYCHOH 3a-
HIUTBI NMEPCOHAJIBHBIX KOMIBIOTEPOB. AILMI/IHI/ICT-
pupoBaHue U yIpaBJIE€HHE MPOU3BOAUTCSA LIEHTpPa-
JU30BAHO C TOJIOBHOTO CE€pBEpa CHCTEMBI COTPY/JI-
Hukamu PL[ HUT.

B 2005 r. npoBenena peopranuzamus TOUYEK
noctyna B yueOHbIx kopnycax YI'TY-VIIU, yto
MO3BOJIMIIO YBEIWYUTH MPOMYCKHYIO CIOCOOHOCTH
koprniopatiBHoi cetu B 10 paz — mo 1 I'6/c. Ctonb
3HAYUTEIbHOE paclIMpeHHe KaHajla CBSI3U BbI3Ba-
HO HEOOXOJIMMOCTBIO TEXHHYECKH 00ECleuuTh IMo-
CTOSIHHBIHT pPOCT 4HHuCJa KIUMEHTOB WU KCJIAaHHUCM
MoJIb30BaTEN el nepeaaBaTh Bce OOJbIINE 00bEMbI
uHpopmanuu.

Pa3BuTHe KOpIOpaTUBHOW CETH INpeLyCMaTpH-
BaeT MOJIKJIIOYEHHE MO BBICOKOCKOPOCTHBIM OIITO-

BOJIOKOHHBIM KaHallaM CTYJEHUYECKOTO ropojKa
YHUBEPCHUTETA, YTO MO3BOJUT 00€CIEeYUTh AOCTYI
CTYJIEHTOB U COTpyIHUKOB K pecypcam KC u cetu
WutepHer (puc. 2).

Crnenyromas 3ajjaya — MOJAKJIIOYEHHE K KOp-
[IOPAaTUBHOMN CETH TEPPUTOPHUAIBHO YJIAJIECHHBIX
nojpasjelieHuid, T. €. QUINaIOB U MPEACTaABHU-
TEJIbCTB yHUBepcuTeTa. [Ipu 3TOM CTYJEHTHI U CO-
TPYAHUKH (PuUIHajia MOoJydyarT HeorpaHUYEHHBIH
JIOCTYIl K pecypcaMm kopropatuBHoil cetn YI'TVY,
T. €. MOI'yT CKa4uuBaTb J'[IOGI)IC MaTtepurajbl, BIIJIOTh
JI0 BUJICO, M BCE COBepIeHHO OecruiaTHO. Eciin Obl
OHU MPU ATOM IOJb30BAIUCH yciayraMu MHTepHeT-
pOBai/IepoB, TO 3aTpaThl ObUIM OBl B JIECSATKH pa3
6ospire. CrnenuanuctaMu Y pajabCKOro peruoHalb-
HOTO LEHTPa HOBBIX MH()OPMAIMOHHBIX TEXHOJO-
ruii Oblia pazpaboTaHa THUIIOBasi cXxeMa MOJKIIO-
YeHHUS! TEPPUTOPUATILHO YAAJICHHBIX MOApa3jielie-
Hut YI'TY-VIIN (puc. 3), npegycmarpuBaroas
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Puc. 2. Ontnyeckas kabenbHas cuctema Y TY-YIA
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Puc. 3. Cxema opraHusaumm nHgpopmaumoHHoro kaHana Yl TY-YIMNU (punmnan B r. Cepose)

apeHly ONTOBOJIOKOHHOTO Kabeiyss y KpynHbix WH-
TEPHET-NPOBANIEPOB Y PAIBCKOIO PErHOHA, B 4Yac-
THOCTH Y OO0 «Ypanbckue MOOUIBHBIE CETH» U
OAO «YpanzesazpuHpopm». B HacTosmee Bpems
peann3oBaH MUJIOTHBIA MpoekT nmojkitodeHns k KC
yuuBepcuteta punmana YI'TY B ropoge Cepose. Ha
3aBepluarone cTaauu MeperoBOpPoOB HAXOMISITCS
MpoeKThl B ropojiax Mpout u CpenHeypaibek.

[MonHocThlo cebst onmpaBaanu pa3zpaboTka u
BHEJpEHHE CHCTEMBbI 3alUILEHHOro aocTtymna (oui-
nuHra) B MaTepHere Ha ocHoBe VPN- TeXHOJIOrHMH.
DTO MO3BOJIMIIO HAPSAY C BHEIPEHHEM KapTOYHOH
TEXHOJOTHH OIIaThl 3a MHTEepHET ONTUMH3UPO-
BaTh MpOLECC MOJAKIIOYEHHUS K KOPIOPATHUBHOM
cetu U cetu MHTepHeT. B HacTosmuii MOMEHT BMe-
cTe co cryaeHTaMu MHTepHeT-3a1a B KOPHOpaTHB-
HOW CEeTH YHHBEPCUTETAa HACUUTHIBAETCS OKOJIO
6 TbiC. 20OHEHTOB (3a MOCJIEAHUN TOJ MX YHCIO
YBEJIIMYUIIOCH MTPUMEpPHO B 2 pa3a). Pazymeercs, Ta-
KO€ KOJIMUYeCTBO aOOHEHTOB MOAKIIOUYHUTH OYEHb
CJIOKHO, a o0ecneynTh aBTOpU3anuio U Oe3omac-
HOCTbh OOBIYHBIMHU CPEACTBAMH HEBO3MOXHO.

Cucrema 3allMIICHHOTO JocTyna B MHTEepHeT
OCyHIECTBISIET QYHKIMH KOHTPOJIUPYEMOTO JIOCTY-
na K pecypcam cereii Untepuer/MHTpaner, y4er u
aBTOPH3AIMIO T0JIb30BaTeNel, BeleHUEe CTATUCTH-
KM HCIOJIb30BAHMS PECYpPCOB U XpaHEHHE JaHHBIX
M0 MOTPEOJICHHBIM yCIIyraM, Y4eT MOTPeOIeHHBIX
yciyr, o0paboTKy coObITHH 10 (DakTy MOTpedJieH-
HBIX yCIyT, (OPMUPOBAHKE OTYETOB 1O MOTPeOIICH-
HBIM YCJIyraMm, 3allUTy KIMEHTCKHX KOMIBIOTEPOB
oT atak u3 MHrepHera.

Cucrema 6unnunra YI'TY-VIIU (puc. 4) —
9TO HOBas pa3paboTka, KOTOpas, UCIOIb3ys BCIO
mous TexHojoruii VPN, UNIX u POSIX, no3so-

JIAET MEePENUTH HA KaUYE€CTBEHHO HOBBIM YpOBEHb Ipe-
JIOCTaBJIEHMS yCIyTr JocTyna B MHTepHET, 4To JaeT
YHUBEPCUTETY CJIEAYIOIIHE BO3MOXKHOCTH:

— BBIJIEJICHHOE 3allUIIIEHHOE COEJIMHEHUE NS
Ka)KJIoro CTyJIeHTa W MpernojaaBaTess;

— moJicyeT TpaduKka HE MO KOMIIBIOTEPY, Kak
3TO OOBIYHO MPHUHSATO, a MEPCOHATBHO MO KaXJ0-
My MOJb30BaTeN0. JIpyrumMu ciioBamu, MOJIb30Ba-
TEJM CMOTYT BBIXOJUTH B MIHTEpHET C JIt00Or0 KOM-
NprOTEpa U3 JI0OOr0 KOMIBIOTEPHOIO Kilacca, UM
OyJleT JA0CTaTOYHO BBECTH CBOW JOTMH (MMS
MoJIb30BaTeNsl) U MapoJib;

— BO3MOXHOCTH paboThl 1o MHTEepHET-Kap-
TaM CTyJ€HTaM U MNpPernojaBaTessim;

— BO3MOXKHOCTb YIPAaBISATH CUCTEMON 0€3 KBa-
JUQUITMPOBAHHOTO CHUCTEMHOTO aJIMHHUCTPATOPA.
A 2TO 3HAUUT, YTO CaMH MpPernojaBaTey, J1adopaH-
Thl — KaX/Jbli, KOMY 3TO pa3pelleHO, MOXKET yI-
paBIsSITh CUCTEMOU (100aBIATH MOJIb30BATEJICH,
MPOCMATPUBATH CTATUCTUKY H TIp.);

— pasrpaHHYCHHUE JIOCTyIa K 00pa3oBaTelib-
HBIM U KOPHOPATUBHBIM pecypcam;

— aBTOMATUYECKHI MOUYTOBBINA aJpec;

— YyJaJleHHbIM 3alMIIEHHBIN HOCTYN MpPEMNo-
JlaBaresieil K MHQOPMAIIMOHHBIM pecypcaM HE3aBH-
CHUMO OT TOrO, IJIe OHU HaxXoJsTCd — JOMa WIH B
KOMaHJIMPOBKE;

— MOJJIEP)KKA JIMUEBBIX CYETOB;

— BO3MOXHOCTb OIUIAThl YE€pe3 Kaccy WM 4ye-
pe3 MHTepHeT-KapTHI;

— OpraHu3alus 3allUIIEeHHOr0 KaHajla CBA3U
Mexay punuasamu.

OcHOBHBIE OTIHYHUS ITOW CUCTEMBI OT Mpe.-
CTaBJICHHBIX Ha PBIHKE:

e KaxxaoMy MOJb30BATENI0 Ha3HAYAETCSl CBOU
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Puc. 4. Cuctema 3awmieHHoro goctyna B UHTepHeT YITY-YIU

qnunblid [P-agpec u yder Bepercst o KaxiaoMy co-
TPYAHHKY, & HE MO0 KOMIBIOTEPY.

e He Tpedyercs n3MeHEHHH B CyIIECTBYOIEH
CeTH TPEATPHUSITHSL.

e He TpeOyeTcsi ycTaHOBKA HECTaHIAPTHOTO
[1O Ha KOMIBIOTEPHI KIMEHTOB, TOJIBKO CTaHIap-
THBIE ApaiBepsl MS Windows(95/98/ME/NT/2000/
XP/2003) unu cranpaptHoe [1O ams UNIX/Linux.

e 3ammMra KIMEHTCKUX KOMIBIOTEPOB OT aTak
yepe3 MurepHer Ha 6aze Texnonoruun NAT (Network
Address Translation) u BcTpoennoro Firewall.
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e Her TeXHMYECKMX OTPAaHUUYEHUM HCIIOJb30-
BaHMs VHTepHETa — NMpHUMEHSETCs] CKBO3HOW KaHall.

e [Ipo3payHoCTh Ui BCEX CETEBBIX CIYKO M
npuioxkenuid: mail, http, ftp, ICQ, BJ1l u T. a.

e MHOroypoBHeBasi uepapxusi Nojb30BaTeleH,
YTO MO3BOJISIET YIPABIATH IPYIIaMH MOJb30BaTe-
JeW U 1mojy4yaTh CTaTHUCTHUKY IO OTJENaM U IOJ-
pa3neneHusM.

e licnonab30BaHuE OJAHOTO CEpBEpA.

e ABTOoMaTHueckas cucTeMa HacTpPOWKH KIIH-
EHTCKOM MalluHBI AJis pabOThl C CEPBEPOM.





